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Definition (Learning Parities with Noise)

(n, 7)-LPN Problem: distinguish oracle from random.

@ Equivalent to decoding of random linear codes.
@ Generalization: “Learning with Errors” (LWE) [Regev'05].
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The HB authentication protocol
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The HB authentication protocol
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@ Secure against passive attacks.

@ Correctness error 7. Soundness error 0.5 + negl.
@ Can be amplified by parallel repetition.

@ Not secure against active attacks.
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The HB™ protocol

Sl,SQEZS 0<7<05

P(s1,52,7) V(s1,s2)
b — Z LN
& a«— Z’2‘
e «— Ber,
z:=(s;,b) & (sp,a) e = verify:
7= (s1,b) @ (sp,a)

@ Secure against active attacks.
@ Can be amplified by parallel repetition [KatzShin'06].
@ Security Reduction loose:
LPN ¢-hard = protocol +/c-secure.
@ 3-Rounds :(
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A New Protocol

scZs 0<7<05

P(s,7) V(s 7)

— v<—{x€Z§:|x|1:§}
e <L Zz
b — 7k

z,b

z:=(b,s\V) e — verify:
?
bAv#0k  (bsAv) <z

@ Secure against active attacks.
@ Can be amplified by parallel repetition.?

@ Security Reduction tight:
LPN e-hard = protocol e — 2~ ©(#"eP)_secure.
@ round-optimal

lsame v, linearly independent b’s.
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Subspace LWE/LPN

an adapti E/LPN

NGC 6543 by Hubble
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Subspace Learning Parities with Noise
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Subspace Learning Parities with Noise
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Subspace Learning Parities with Noise
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Definition (Subspace Learning Parities with Noise)

(m, n, 7)-SLPN Problem: distinguish oracle from random.
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Hardness of Subspace LPN

Claim (SLPN hard = LPN hard (trivial))

@ if (m,n,7)-SLPN is ¢ hard
@ then (n,7)-LPN is € hard.

4

Theorem (LPN hard = SLPN hard)

@ if (n,7)-LPN is € hard
@ then (m,n+ d,7)-SLPN is ¢ — 27 - #queries hard
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